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- EN50081-2 EMC Generic Emission Standard-Pt. 2 Industrial Environment;

- EN50082-2 EMC Generic Immunity Standard-Pt. 2 Industrial Environment;

- EN50121-1_ Railway Applications — Electromagnetic Compatibility Part 1: General,

- EN50121-2 _ Applications — Electromagnetic Compatibility Part 2: Emission of the whole railway
system to the outside world;

- ENB50121-5 European Railway EMC Standards-Part 5: Fixed Installation;

- EN 50124-1 Railway applications - Insulation coordination -Part 1: Basic requirements -
Clearances and creepage distances for all electrical and electronic equipment;

- EN50126 _ Railway applications-The specification and demonstration of dependability, reliability,
availability, maintainability and safety (RAMS);

- EN 50126-1 _ Railway applications - The specification and demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 1: Generic RAMS Process;

- EN 50126-2 _ Railway applications - The specification and demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 2: Systems Approach to Safety

- EN 50128 _ recommendations (Railway applications — Communication, signaling and processing
systems — Software for railway control and protection systems);

- EN 50159-2 _ Railway applications- Communication, signaling and processing systems. Part 2:
Safety related communication in open transmission systems;

- EN50081-2  EMC Generic Emission Standard-Pt. 2 Industrial Environment;

- END50082-2 _  EMC Generic Immunity Standard-Pt. 2 Industrial Environment;

- IEC 61034 _ Cable Standard — Smoke Considerations;

- IEC 60754 _ Cable Standard - Halogen Considerations;

- IEC 60332 _ Cable Standard — Flame Considerations;

- IEC 60529 _ Ingress Protection;

- IEC 60950-1 _ Safety of information technology equipment;

- |EEE 802.3 _ Ethernet Interface;
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- |EEE 802.3af _Power over Ethernet (PoE)

- |EEE 802.3at _ Power over Ethernet Plus (POE+)
- |IEEE 802.1D_ Spanning Tree Protocol (STP)

- |IEEE 802.1 _Encapsulation and VLAN Tags

- IEEE 802.1ad _ Q-in-Q (Transparent Channel)
- |IEEE 802.3 _10BASE-T

- |EEE 802.3u _ 100BASE-T

- |EEE 802.3ab _1000BASE-T

- |EEE 802.3ad_ Dynamic Link Aggregation

- ITU-T series G : Analogue and digital transmission systems;

- ITUT G.107_ a computational model for use in transmission planning

- ITUT G.108 _International telephone connections and circuits — General definitions Application
of the E-model: A planning guide

- ITUT G.111 _ Loudness ratings (LRs) in an international connection

- ITUT G.114 _ One-way transmission time

- ITUT G.652_ Characteristics of a Single-Mode Optical Fiber Cable Networks
- ITU-T G.711 _Pulse code modulation (PCM) of voice frequencies;

- ITUT G.8010 _ Architecture of Ethernet layer networks

- ITUT G.8011 _Ethernet over Transport - Ethernet services framework

- ITUT G.8011.1_Ethernet private line service

- ITUT G.8011.2 _ Ethernet virtual private line service;

- ITUT G.8011.3 _ Ethernet virtual private LAN service;

- ITUT G.8011.4 _ Ethernet virtual private rooted multipoint service;

- ITUT G.8011.5 _Ethernet private LAN service;

- ITUT G.8021_ Characteristics of Ethernet transport network equipment functional blocks;
- ITUT G.8032 _ Ethernet ring protection switching;

- ITUT G.8261_Timing and synchronization aspects in packet networks

- ITUT G.8262_ Timing characteristics of synchronous Ethernet equipment slave clock
- ITUT G.8264_ Distribution of timing information through packet

- ITU-T series M_Maintenance;
- M.3010 _ Principles for a Telecommunication Management Network (TMN)

- NFPA70_Standard for Electrical Safety in the Workplace
- NFPA 130_Standard for fixed guide way transit and passengers rail systems.

- RFC579_Virtual Router Redundancy Protocol (VRRP)
- RFC2236/RFC4604_Internet Group Management Protocol (IGMP)
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- ENISO 9000-3: Quality management and quality assurance standards- Part 3: Guidelines for the
application of I1SO 9001 to the development, supply, installation and maintenance of computer
software.

- 1SO 10007_  Quality management —Guidelines for configuration management.

- ITU- T G.810 Definitions and terminology for synchronization networks;

OlbMaol-Y -
CCTV Close Circuit TV
FAT Factory Acceptance Test
IP Internet Protocol
IP International Protection
LCD Liquid Crystal display
MPLS Multiprotocol Label Switching
MSN Multi Service Network
MTBF Mean Time Between Failure
NMS Network Management System
NTP Network Time Protocol
OocCcC Operation & Control Centre
OTDR Optical Time Domain Reflectometer
PA Public Address system
POE Power Over Ethernet
PDH Plesiochronous Digital Hierarchy
SDH Synchronous Digital Hierarch
SMO Station Master Office
TCP Transmission Control protocol
TCP/I Transmission Control Protocol/ Internet
Protocol
TDM Time Division Multiplexing
UPS Uninterruptible Power Supply
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EN 45545-1 Railway applications - Fire protection on railway vehicles -Part 1: General

EN 45545-2 Railway applications - Fire protection on railway vehicles -Part 2: Requirements for fire
behavior of materials and components

EN 45545-5 Railway applications - Fire protection on railway vehicles -Part 5: Fire safety
requirements for electrical equipment including that of trolley buses,track guided buses and magnetic
levitation vehicles

EN 50081-2 _ EMC Generic Emission Standard-Pt. 2 Industrial Environment;

EN 50082-2 _ EMC Generic Immunity Standard-Pt. 2 Industrial Environment;

EN 50121-1 Railway Applications — Electromagnetic Compatibility Part 1: General;

EN 50121-2 _ Applications — Electromagnetic Compatibility Part 2: Emission of the whole railway
system to the outside world,;

EN 50121-3-2 _ Railway applications - Electromagnetic compatibility -Part 3-2: Rolling stock —
Apparatus

EN 50121-5 _ European Railway EMC Standards-Part 5: Fixed Installation;

EN 50124-1_ Railway applications - Insulation coordination -Part 1: Basic requirements - Clearances
and creepage distances for all electrical and electronic equipment;

EN 50125-1 _ Railway applications - Environmental conditions for equipment -Part 1: Rolling stock
and on-board equipment

EN 50126 _ Railway applications-The specification and demonstration of dependability, reliability,
availability, maintainability and safety (RAMS);

EN 50126-1 _ Railway applications - The specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) — Part 1: Generic RAMS Process;

EN 50126-2 _ Railway applications - The specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) — Part 2: Systems' Approach to Safety

EN 50128 _ recommendations (Railway. applications — Communication, signaling and processing
systems — Software for railway control and protection systems);

EN 50153 _ Railway applications - Rolling stock - Protective provisions relating to electrical
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EN 50155 _ Railway applications - Electronic equipment used on rolling stock

EN 50159-2 _ Railway applications- Communication, signaling and processing systems. Part 2: Safety
related communication in open transmission systems;

EN 55022 _Limits and Methods of Measurement of Radio Interference Characteristics of Information
Technology Equipment;

EN 60077-1 _ Railway applications - Electric equipment for rolling stock.Part 1: General service
conditions and general rules

EN 60529 _ Degrees of protection provided by enclosures (IP Code)

EN 61373 _ Railway applications - Rolling stock equipment - Shock and vibration tests

IEC 60332 _ Cable Standard — Flame Considerations;

IEC 60754 _ Cable Standard - Halogen Considerations;

IEC 60950-1 _ Safety of information technology equipment;

IEC 61034 _ Cable Standard — Smoke Considerations;

IEC 62262 DEGREES OF PROTECTION PROVIDED BY ENCLOSURES FOR ELECTRICAL
EQUIPMENT AGAINST EXTERNAL MECHANICAL IMPACTS (IK CODE)

IEC 62443 Security for industrial automation and control system

IEEE 802.3 _ Ethernet Interface;

Power over Ethernet (PoE) IEEE 802.3af_

Power over Ethernet Plus (PoE+) IEEE 802.3at _

Spanning Tree Protocol (STP) IEEE 802.1D_

_ Encapsulation and VLAN Tags IEEE 802.1

_ Q-in-Q (Transparent Channel) IEEE 802.1ad

IEEE 802.3 10BASE-T

IEEE 802.3u _ 100BASE-T

IEEE 802.3ab _1000BASE-T

Dynamic Link Aggregation IEEE 802.3ad_

ITU-T series G : Analogue and digital transmission systems;

ITUT G.107_ a computational model for use in transmission planning

ITUT G.108 _International telephone connections and circuits — General definitions Application of
the E-model: A planning guide

ITUT G.111 _ Loudness ratings (LRs) in an international connection

ITUT G.114 _ One-way transmission time

Characteristics of a Single-Mode Optical Fiber Cable Networks ITUT G.652_

ITU-T G.711 _Pulse code modulation (PCM) of voice frequencies;

ITUT G.8011 _Ethernet over Transport - Ethernet services framework

ITUT G.8011.1_Ethernet private line service

ITUT G.8011.2 _ Ethernet virtual private line service;

ITUT G.8011.3 _ Ethernet virtual private LAN service;

ITUT G.8011.4 _ Ethernet virtual private rooted multipoint service;

ITUT G.8011.5 Ethernet private LAN service;

ITUT G.8021_ Characteristics of Ethernet transport network equipment functional blocks;

ITUT G.8032 _ Ethernet ring protection switching;

ITUT G.8261_Timing and synchronization aspects in packet networks
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Timing characteristics of synchronous Ethernet equipment slave clock 1TUT G.8262_
Distribution of timing information through packet ITUT G.8264

ITU-T series M _Maintenance;

Principles for a Telecommunication Management Network (TMN) M.3010_

NFPA70 _ Standard for Electrical Safety in the Workplace

NFPA 130_ Standard for fixed guide way transit and passengers rail systems.

Virtual Router Redundancy Protocol (VRRP) RFC5798 _

RFC2236/RFC4604_Internet Group Management Protocol (IGMP)

EN 1SO 9000-3: Quality management and quality assurance standards- Part 3: Guidelines for the
application of ISO 9001 to the development, supply, installation and maintenance of computer software.
Quality management —Guidelines for configuration management. 1SO 10007_

ITU- T G.810 Definitions and terminology for synchronization networks;

ollas-Y =Y
BTS Base Transceiver Station
DMO Direct Mode Operation
DMR Digital Mobile Radio
FAT Factory Acceptance Test
FCAPS fault, configuration, accounting, performance and
security
FMU Fiber optic Main Repeater Unit
FRU Fiber optic Repeater Unit
GSM Global System for Mobile communication
IP Internet Protocol
IP International Protection
ISDN Integrated Services Digital Network
LCD Liquid Crystal display
MSN Multi Service Network
MTBF Mean Time Between Failure
NMS Network Management System
TETRA Terrestrial Trunked Radio
OocCC Operation & Control Centre
OTDR Optical Time Domain Reflectometer
PA Public Address system
POE Power Over Ethernet
SMO Station Master Office
TCP Transmission Control protocol
TCP/I Transmission Control Protocol/ Internet Protocol
TDM Time Division Multiplexing
UPS Uninterruptible Power Supply
WDM Wavelength Division Multiplexing
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EN 50121- 5 European Railway EMC Standards- Part 5: Fixed Installation;
EN 50132 Alarm systems. CCTV surveillance systems

IEC 60529 Degrees of Protection provided by enclosures (IP Code);

IEC 61034-2 Cable Standard: Smoke Emission;

-part 1,2 Cable Standard: determination of the halogen acid gas content; - YOFIEC 6
IEC 60332-1 Cable Standard: Flame retardant (test with flame on a single cable);
NFPA 130 Standard for fixed guide way transit and passengers rail systems;

TIA/EIA-568 Building telecommunications wiring;
ITU- T G.810 Definitions and terminology for synchronization networks;

oMol -Y -) -¥f

CCTV Close Circuit TV

DVR Digital Video Recorder

FAT Factory Acceptance Test

IP Internet Protocol

IP International Protection

LCD liquid Crystal display

MSN Multi Service Network
MTBF Mean Time Between Failure
NMS Network Management System
NTP Network Time Protocol

NVR Network Video Recorder
OcCcC Operation & Control Centre
OTDR Optical Time Domain Reflectometer
POE Power Over Ethernet

PTZ Pan-Tilt-Zoom Camera
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WDR Wide Dynamic Range
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NETWORK VIDEO SURVEILLANCE (IPCCTV)

IP CAMERAS

SD / SDHC / SDXC
CARD
RECORDING
STORAGE

(OPTIONAL)

DIGITAL TRANSMISSION

4111007,
001010104
0111001011
2011010107
0101000

NETWORK
SWITCH / HUB

NETWORK
SWITCH /HUB

8

INSTALLED ON aka.
SERVER /PC STANDALONE NVR
(OPTIONAL) (OPTIONAL)

REMOTE MONITORING

R p=

SMART PC DESKTOP/ LAPTOP TABLET/
PHONE WORKSTATION iPAD

CCTV 45 s V=¥ S

“SOFTWARE-BASED” “HARDWARE-BASED”
NETWORK VIDEO NETWORK VIDEO
RECORDER (NVR) RECORDER (NVR)

: @ ' MODEM

 ROUTER/

INTERNET

IP Camera -\-Y -¥
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EN 50121- 5 European Railway EMC Standards- Part 5: Fixed Installation;

IEC 60529 Degrees of Protection provided by enclosures (IP Code);

IEC 61034-2 Cable Standard: Smoke Emission;

IEC 60332-1 Cable Standard: Flame retardant (test with flame on a single cable);

IEC60332-3 Cable Standard: Fire retardant (test with flame on several vertical and aligned cables);

NFPA 130 Standard for fixed guide way transit and passengers rail systems;
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RTCP Real Time Transport Control Protocol (or RTP Control Protocol);

RFC 958 Network Time Protocol (NTP)

IETF RFC 3550 A Transport Protocol for Real-Time Application;

IEC 60068 Environmental testing;

ITU- T G.811 Timing characteristics of primary reference clocks;

ITU- T G812 Timing requirements of slave clocks suitable for use as node clocks in synchronization
networks;

ITU- T G.810 Definitions and terminology for synchronization networks;
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- EN50081-2 EMC Generic Emission Standard-Pt. 2 Industrial Environment;

- EN50082-2 EMC Generic Immunity Standard-Pt. 2 Industrial Environment;

- EN50121-1_ Railway Applications — Electromagnetic Compatibility Part 1: General,

- EN 50121-2 _ Applications — Electromagnetic Compatibility Part 2: Emission of the whole
railway system to the outside world;

- EN50121-5 _ European Railway EMC Standards-Part 5: Fixed Installation;

- EN 50124-1_ Railway applications - Insulation coordination -Part 1: Basic requirements -
Clearances and creepage distances for all electrical and electronic equipment;

- EN 50126 _ Railway applications-The specification and demonstration of dependability,
reliability, availability, maintainability and safety (RAMS);

- EN 50126-1 _ Railway applications - The specification and demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 1: Generic RAMS Process;

- EN 50126-2 _ Railway applications - The specification and demonstration of Reliability,
Availability, Maintainability and Safety (RAMS) — Part 2: Systems Approach to Safety

- EN 50128 _ recommendations (Railway applications — Communication, signaling and
processing systems — Software for railway control and protection systems);

- EN50159-2 _Railway applications- Communication, signaling and processing systems. Part 2:
Safety related communication in open transmission systems;

- EN50081-2  EMC Generic Emission Standard-Pt. 2 Industrial Environment;

- EN50082-2 EMC Generic Immunity Standard-Pt. 2 Industrial Environment;
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- |IEC 61034 _ Cable Standard — Smoke Considerations;

- IEC 60754 _ Cable Standard - Halogen Considerations;

- IEC 60332 _ Cable Standard — Flame Considerations;

- IEC 60529 _ Ingress Protection;

- IEC 60950-1 _ Safety of information technology equipment;

- |EEE 802.3 _ Ethernet Interface;

- |EEE 802.3af _Power over Ethernet (PoE)

- |EEE 802.3at _ Power over Ethernet Plus (PoE+)

- |IEEE 802.1D_ Spanning Tree Protocol (STP)

- |IEEE 802.1 _ Encapsulation and VLAN Tags

- |EEE 802.1ad _ Q-in-Q (Transparent Channel)
- |IEEE 802.3 _10BASE-T

- |EEE 802.3u _ 100BASE-T

- |EEE 802.3ab _1000BASE-T

- |EEE 802.3ad_ Dynamic Link Aggregation

- IEC 60529 Degrees of Protection provided by enclosures (IP Code);

- |EEE C37.90.1-2002 Standard for the Installation of Lightning Protection Systems;

- |EEE 802.11 IEEE Standard for Information Technology--Telecommunications and
Information Exchange Between Systems Local And Metropolitan Area Networks--Specific
Requirements Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer
(PHY) Specifications

- |EEE-802.1q (1998) Virtual bridge connection LAN

- |EEE-802.2/3 (1998) LAN protocol standard

- IEEE-802 3u Fast Ethernet Network Standard

- IETF RFC1661 Point to Point Protocol (PPP)

- IETF RFC3611 RTP Control Protocol Extended Reports

- 1SO 14837- 1:2005 Mechanical vibration - Ground-borne noise and vibration arising from rail
systems

- ITU-T G.703 Physhcal/Electrical Characteristics of Hierarchical Digital Interfaces

- ITU-T G.704 Synchronous frame structures used at 1544,6312,2048,8448 and 44 736kb/s
hierarchical levels

- ITUT G.8010 _ Architecture of Ethernet layer networks

- ITUT G.8011 _Ethernet over Transport - Ethernet services framework

- ITUT G.8011.1_Ethernet private line service

- ITUT G.8011.2 _ Ethernet virtual private line service;

- ITUT G.8011.3 _ Ethernet virtual private LAN service;

- ITUT G.8011.4 _ Ethernet virtual private rooted multipoint service;

- ITUT G.8011.5 _Ethernet private LAN service;

- ITUT G.8021_ Characteristics of Ethernet transport network equipment functional blocks;

- ITUT G.8032 _ Ethernet ring protection switching;
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- ITUT G.8261_Timing and synchronization aspects in packet networks

- ITUT G.8262_ Timing characteristics of synchronous Ethernet equipment slave clock

- ITUT G.8264_ Distribution of timing information through packet

bl -YF -) -A

ACL Access Control List
AVVID Architecture for Voice, Video, and Integrated Data
CLI Command Line Interface
DoS Denial-of-Service
DHCP Dynamic Host Configuration Protocol
ETSI European Telecom Standard Institute
FCAPS Fault, Configuration, Accounting, Performance, Security
FO Fiber Optic
GUI Graphical User Interface
IP Internet Protocol
IP International Protection (or Ingress Protection)
ISDN Integrated Services Digital Network
ITS Intelligent Transport System
ITU International Telecommunication Union (ITU-T is ITU Tele)
LAN Local Area Network
L2TP Layer 2 Tunnelling Protocol
LSZH Low Smoke Zero Halogen
MAC Medium Access Control
MAN Metropolitan Area Network
MTBF Mean Time Between Failure
NIC Network Interface Card
NMS Network Management System
OA&M Operations, Administration and Management
OocC Operation Control Centre
OTDR Optical Time Domain Reflectometer
OSPF Open Shortest Path First
RTP Real- time Transport Protocol
RSTP Rapid Spanning Tree Protocol
SFP Small Form-factor Pluggable
SNMP Simple Network Management Protocol
STP Spanning Tree Pratocol
TCP/IP Transmission Control Protocol / Internet Protocol
UPS Uninterruptible Power Supply
VLAN Virtual LAN
VolP Voice over IP

VPN

Virtual Private Network
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- Switch

- Server

- Firewall

- Network Management System (NMS)
- SFP Modular Transceiver

DS gl J,S g ol cao paw sl SNMP ISGg 5 51 ol oSl Ol ples

(Switch)gdgw -V =Y -A
58S 4 (LAN) (e a0l G jo |y oltws b aSlils (pai a8 cewl (6)]58] Cons oSows SO aSlls g
Ll 5 (s 1) e 5 e lilecin (slom ol 955 oo Sl 1o grism bawgi dlay Sy a5 (olKin S oo Jate
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Kl 25 B 4l 9,0 58 g (28 Ll JBlas
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a0 oledbl g b ools il gl (OSPF RIP VIV2) ¥ a¥ Ly Sizedgw 5 (b yone Sl -
L Vlan 4
4 (SFP &Mwl) (6,85 yod Sy ¥ g g iwd loie b (4l coolBa Vo o) oy Sl e YE &SI1 -
UP LINK s
om0l 5l 5 5S sl slp S (e Ah Ay gy SIS (6l Sl e XASY,) 51 -
S oo oolainl hgels b a8 slan g lawgl grdge 4 o ywd (50,5 Sgazre g jlxe e MAC
AL S e ol (ol ol (ACL) (g s J S cnd -
ASLS o e gl VIV a5 SNMP -
Al Sgj8l gl STP -
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D9l 35 i b
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&S gloiy aslist multicast g unicast g 40,5 Sgdus Il mdgw -

Jsoz o obxl L b S Slorey IEEE 8021 dP as Lisls s DHCP Snooping jl wb gdsw -
oS gy %05 S IP ool corlas b ez 5 VLAN 5 & e s nie MAC 5 1P Lo o] oy L]
S S ol e

Bis L oads a8l 55 5l aes s o3l e 4 a8 WS Slatiy MAC Lol dlel 5wl gudw -
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( Core switch)aus zlgw -

(Access SWItCh) w yiws zdgw -

(Core switch) as gigw =)=V - A
Wil iy Slasie Gl g @old ) LAN e gt 4 Jlast b (635 70 4500 g
D5 el dngd Cobli g il Yeae b sl Wl ata Lol sls gudge ®
g o ploxil 5YL L 100baseT FE slaaisy 5l oolaiwl L ACCESS slbs g 3 COre sla giguw oy Jlasl®
il CwnlES <o 5T UP LINK sbs & e shls wub i @
2L L36L2 P Blens slas Shoe Jolis il (solgiion zdow ®
Db Al 0 438 g 9 )15 @ solel s BT sla Jgile slils 9 (V4)) (K958l slyls sl dn g ®
Ak cead BB 0l V4 S jonul mdew ®
w8 Sty LVLAN wz oo o VY S b i (6 INTER-VLAN IP oLy b g ®
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w8 Glais (F 5 ) sl 4 RIP g SSLul) by unicast IP b sl JSSg 5l b gdgw

S Gl (abold oy pimain b yee IS5, DVMRP Sl gl ©

b 03,5 Jsle sl (VRRP BGP 4 dS-IS (OSPF) IP Unicast a8 iy b yeene sl S5s 0 5 9l gedow ®
ST Gty pdy ol (e sla aSb cole

PIM (PIM- ousS1y el alax 51 AP isnaiz ol s sl PIM) Jiis cidooiz JSSg 5l aul dom
S glosiy PIM sussly, <> 4 PIM (PIM-DM) 51,0 cll> SM)

S Sleida | ge ol (cASuaiz Wb gdge

OSPFv3 wnicast ol yews) ol yows DHCP ACL Jolis b oo ,Sloe S Slociiy 1) IPV6 b dge ®
HTTP/HTTPS (5,8 i 59, oyl .l yaas Soe5 (s00,80 V2 MLD snooping V1 o Ssbow! (sl yuno

S Glaidy Tyl 4o b o e Wiz g algz g JUH (aneis 5k gdges ©

A8 Slais (REP) 54y Glasil o 51 SSg 5l b gedgun ®

A8 glooiy CSMA/CD alldes 51wl g ®

a5 1) g WS oo (rm H095 johay (Jlad e Uas) wuST Slaiiy mdgw Sye 5095 L350 5Tl e
WS Jled 0,bgo el ol Jled e oSl gl Lo 4

S Slatzy MDUMDI-X |S535 5355 0,51 5wl zedom ®

S gloczy IEEE 802.1Q VLAN encapsulation ;1 sl zdsw ©

a3l 25 9lee slp IEEE L gilae sl gdow

* 802.1Q VLAN, 802.1af, 802.1D Spanning Tree Protocol, 802.1w Rapid Spanning Tree
Protocol (RSTP), 802.1s Multiple Spanning Tree Protocol, 802.1p CoS classification, 802.1ag,
802.1s, 802.1ar, 802.1 ah, 802.3ad LACP, 802.1x

* 802.3x full duplex on 10BASE-T, 100BASE-TX, 1000BASE-T ports, IEEE 802.3

10BASE-T, IEEE 802.3u 100BASE-T, IEEE 802.3ab 1000BASE-T, IEEE 802.3z 1000BASEX,
IEEE 802.3af 10/100BASE-TX

Sle plel NMS 513 o g a1, VLAN o S0 ol b @

a8 lanty Y Y slobul, sl PACL) @5y 52 (e slo ACL 5ol g ®

(Access Switch) cw ypiws gigw =Y VY- A

plai 51 ool AcCess sl zdsw dar &S 8 S L g 50 5 eliw] plad ;o Wb ow s sl g
AasS ool UP LINK 8Ll sle G 51 g 00,5 Sloctin ¥V 4 slas Sles
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Siraebin HB Sl Suglsl s MAC iLs (o5 bslas WLAN I Gty (sl sl (oo s o g ®
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Sygo 55 s Bl Sud ol s 0 4 65leil sl | byl ams sliwl wb JSoley aS Sl
D9 50 (el Sy plod b (6,550 (RSTP 51 18 (sla JSTg 5 sl

VoY Sexdem 5l Sleiiy ©

Lo >, olass e

STP S5 5 sl *

CSMA/CD &ldos ®

.10BaseT/100BaseTx/1000BaseT *

SNMP/RMON ¢ 500 ®

SFP slo & e ®

AEEE 802.3af 10/100BASE- TX PPOE jl ous Sluciy slo &gy ®

RI5 o &y ®

(Server) ;g

Mgl adye s a b g PBlos

(S9SN ey g0 ®
FTP jgym®

(S 9y s9®
D9 9 °
gy DLy 5l 0 90 Slasuiv

Hardware: Redundant power supply (600W), Storage controller, Network controller

Software: Application and software, supporting Mail Server, FTP Server, Proxy Server, Web Server.
- Dual Six Core Intel® Xeon® X5660 (2.80GHz/6-core/12MB/95W, DDR3-1333DL series)

- 128GB (DDR3-1333) Registered DIMM

- (2) x 720GB Hot Plug Drives

- RAID Controller (RAID 0/1/1+0/5/5+0)

Y Y -A
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- (2) x Gigabit LAN Interface

- SATA DVD RW Optical Drive

Redundant power supply (600W) - (2) x Hot Plug Power Supplies
- (N+1 redundancy standard) Fan

- 1GB Graphic card
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e CPU: Quad Core 3 GHz

e Cache: 8 MB

e RAM: 6 GB

¢ Hard Disk: 500 GB

o Power supply module: 2 x redundant high-performance power supply module

e DVD Drive: High-performance DVD drive

o Network Interface Card (NIC): Equipped with 2 x fast Ethernet RJ45 ports

e Communication ports: at least 1 x PS/2, 4 x USB, 2 x DVI, 2 x HDMI

e Display units: 1 x TFT/LCD 20" displays with DV port, with at least 50,000 hour MTBF
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EN 50081-2 EMC Generic Emission Standard-Pt. 2 Industrial Environment;

EN 50082-2 EMC Generic Immunity Standard-Pt. 2 Industrial Environment;

EN 50121-1_ Railway Applications — Electromagnetic Compatibility Part 1: General;

EN 50121-2 _ Applications — Electromagnetic Compatibility Part 2: Emission of the whole railway
system to the outside world;

EN 50121-3-2 _ Railway applications - Electromagnetic compatibility -Part 3-2: Rolling stock —
Apparatus

EN 50121-5 European Railway EMC Standards-Part 5: Fixed Installation;

EN 50124-1_ Railway applications - Insulation coordination -Part 1: Basic requirements - Clearances
and creepage distances for all electrical and electronic equipment;

EN 50125-1 _ Railway applications - Environmental conditions for equipment -Part 1: Rolling stock
and on-board equipment

EN 50126 _ Railway applications-The specification and demonstration of dependability, reliability,
availability, maintainability and safety (RAMS);

EN 50126-1 _ Railway applications - The specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) — Part 1: Generic RAMS Process;

EN 50126-2 _ Railway applications - The specification and demonstration of Reliability, Availability,
Maintainability and Safety (RAMS) — Part 2: Systems Approach to Safety

EN 50128 _ recommendations (Railway applications — Communication, signaling and processing
systems — Software for railway control and protection systems);

EN 60077-1 _ Railway applications - Electric equipment for rolling stock.Part 1: General service
conditions and general rules

EN 60529 _ Degrees of protection provided by enclosures (IP Code)

IEC 60332 _ Cable Standard — Flame Considerations;
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IEC 60754 _ Cable Standard - Halogen Considerations;

IEC 60950-1 _ Safety of information technology equipment;

IEC 61034 _ Cable Standard — Smoke Considerations;

IEC 62262_Degrees of protection provided by enclosures for electrical equipment against external
mechanical impacts (IK Code)

IEC 62443 Security for industrial automation and control system
IEEE 802.3 _ Ethernet Interface;

IEEE 802.3af _Power over Ethernet (PoE)

IEEE 802.3at _ Power over Ethernet Plus (POE+)
IEEE 802.1D_ Spanning Tree Protocol (STP)

IEEE 802.1 _ Encapsulation and VLAN Tags

IEEE 802.1ad _ Q-in-Q (Transparent Channel)
IEEE 802.3 _ 10BASE-T

IEEE 802.3u _ 100BASE-T

IEEE 802.3ab _1000BASE-T

IEEE 802.3ad_ Dynamic Link Aggregation

_ ITUT G.652_ Characteristics of a Single-Mode Optical Fiber Cable Networks

_ITUT G.8010 _ Architecture of Ethernet layer networks

_ITUT G.8011 _Ethernet over Transport - Ethernet services framework

_ITUT G.8011.1_Ethernet private line service

_ITUT G.8011.2 _ Ethernet virtual private line service;

_ITUT G.8011.3 _ Ethernet virtual private LAN service;

_ITUT G.8011.4 _ Ethernet virtual private rooted multipoint service;

_ITUT G.8011.5 Ethernet private LAN service;

_ITUT G.8021_ Characteristics of Ethernet transport network equipment functional blocks;
_ITUT G.8032 _ Ethernet ring protection switching;

_ITUT G.8261_Timing and synchronization aspects in packet networks

_ITUT G.8262_ Timing characteristics of synchronous Ethernet equipment slave clock
_ITUT G.8264_ Distribution of timing information through packet

NFPAT70 _ Standard for Electrical Safety in the Workplace(the benchmark for safe electrical design,
installation, and inspection to protect people and property from electrical hazards.)
NFPA 101_ Standard for Life Safety Code

NFPA 130_ Standard for fixed guide way transit and passengers rail systems.

RFC5798_ Virtual Router Redundancy Protocol (VRRP)
RFC2236/RFC4604 _Internet Group Management Protocol (IGMP)
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EN 1SO 9000-3: Quality management and quality assurance standards- Part 3: Guidelines for the
application of 1ISO 9001 to the development, supply, installation and maintenance of computer software.
ISO 10007_ Quality management —Guidelines for configuration management.

ITU- T G.810 Definitions and terminology for synchronization networks;
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Access Control System

Electronic Access Control

Factory Acceptance Test

Internet Protocol

International Protection

Infra Red

Mean Time Between Failure
Network Management System
Operation & Control Centre

Optical Time Domain Reflectometer
Public Address system

Passive Infrared Sensor

Power Over Ethernet

Request To Exit

Station Master Office

Transmission Control protocol
Transmission Control Protocol/ Internet Protocol
Uninterruptible Power Supply
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Safety
NFPA 130-ed 2010: Emergency means of egress/Standard for Fixed Guideway Transit and Passenger
Rail Systems

Power Supply System Protection and Earthing

EN 50123-1: 2003 : Railway applications - Fixed installations - D.C. switchgear. General

EN 50123-2: 2003: Railway applications- Fixed installations - D.C. Switchgear. D.C. Circuit breakers

IEC 62128-1 ed2.0: 2013: Railway applications - Fixed installations - Electrical safety, earthing and the
return circuit - Part 1: Protective provisions against electric shock

EN 50124-1:2001: Railway applications - Insulation coordination - Basic requirements - Clearances and
creepage distances for all electrical and electronic equipment.

Cables Standards

IEC 60332-1: Flame retardant (test with flame on a single cable)

IEC 60332-3: Fire retardant (test with flame on several vertical and aligned cables)

IEC 60754-1 and 60754-2: Acid Gas Generation (emission of halogen and corrosivity)

EMI and EMC

EN 50121-1/2/3/4/5 (2006): Railway applications - Electromagnetic compatibility

IEC 61000-5-2 (15/04/1998): Electromagnetic Compatibility (EMC) - Part 5: Installation and Mitigation
Guidelines - Section 2: Earthing and Cabling

IEC 61000 -1/2/3/4/5/6-2006: Electromagnetic Compatibility (EMC).

Security System Standards

ISO 90003:2004: Quality management standard for software products and related services.

ISO 27001:2013: Information Technology - Security Techniques - Information security management
Systems - Requirements.

Tickets and Contactless Cards

ISO 7816 - Identification cards— Integrated circuit(s) cards with contacts

Part 1: Physical characteristics


https://way2pay.ir/tag/%d9%be%d8%b1%d8%af%d8%a7%d8%ae%d8%aa-%d8%a7%d9%84%da%a9%d8%aa%d8%b1%d9%88%d9%86%db%8c%da%a9-%da%a9%d8%b1%d8%a7%db%8c%d9%87-%d8%aa%d8%a7%da%a9%d8%b3%db%8c/
https://way2pay.ir/tag/%d9%be%d8%b1%d8%af%d8%a7%d8%ae%d8%aa-%d8%a7%d9%84%da%a9%d8%aa%d8%b1%d9%88%d9%86%db%8c%da%a9-%da%a9%d8%b1%d8%a7%db%8c%d9%87-%d8%aa%d8%a7%da%a9%d8%b3%db%8c/
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ST 9 Sl

1FoY/11/oA

YYe

Part 2: Dimensions and locations of the contacts
Part 3: Electronic signals and transmission protocols
Part 4: Inter-industry commands for interchange
ISO/IEC 14 443 Proximity contactless smart card- Identification cards — Contactless integrated circuits

cards - Proximity cards

Part 1: Physical characteristics Reference to ISO 7810 (Card) and 1SO 10373 (Tests methods)
Part 2: Radio frequency power and signal interface- Reference to ISO 10373 Tests methods

ISO 10373 - Identification cards — Test methods

Architecture

AFC: Automatic Fare Collection

BAS : Building Automation System
CMS: Central Management System
FAS : Fire Alarm System

FAT: Factory Acceptance Test

GCU: Gate Control Unit

ITS: Intelligent Transportation System
LAN : Local Area Network

MSN : Multi Service Network

Mood

OCC Operating Control Centre

PBX: Private Branch Exchange
PCM: Portable Checking Machine
RFID: Radio Frequency Identification

Part 3: Initialisation and Anti-collision
Part 4: Transmission Protocol

Part 1: General characteristics tests
Part 2: Cards with magnetic stripes

Part 3: Integrated circuit(s) cards with contacts
Part 4: Contactless integrated circuit(s) cards with contacts
Part 6: Contactless integrated circuit(s) cars proximity cards
Part 7: Contactless integrated circuit(s) cards vicinity cards
EN 1545 - Identification card system — Surface transport applications

Part 1: General data elements

Part 2: Transport payment related to data elements
IFM - Interoperable fare management system-norms
ISO CEN 24014-1 - Public transport — Interoperable fare management system (IFM) Part 1:
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SCU: Station Control Unit 2] 005 5 9 2oz u
SAT: Site Acceptance Test Colw Jzo 40 o
TOM : Ticket Office Machine 55l Lawsi Loy 49 48 g
TVM: Ticket Vending Machine Ll 50555 yig 08 Ol jug’
UPS: Uninterruptible Power Supply Solpbd 4ydsi’ o
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- EN50126: Reliability, availability, maintainability, and safety (RAMS).
- EN50129: Communications, Signaling, and processing systems: safety related electronic systems
for signaling.
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- EN50128: Communications, Signaling, and processing systems — software for railway control and
protection systems.

- ISO 9001: Model for quality assurance in design, development, production, installing and
servicing.

- 1S0 9000-3: Guidelines for the application of 1ISO 9001 to the development,

- supply and maintenance of software.

- IEC 1131: Programmable Logic Controllers: General Information.

- IEC 1000-5-2 EMC Cabling guideline.

- MIL-HDBK-217 (RAM requirements).

- |EEE P1483, draft standard for Verification of safety for procesor based systems used in Rail
Transit Control.

- Safety & Security Program Plan Ref PS007-X-SAP-PL-SYS-140192.

- System Assurance Program Plan Ref PS007-X-SAP-PL-SYS-140191.

- EN50155: Railway appliances — Electronic equipment used on rolling stock Revision 2001

- IEC 61373: Railway applications — Rolling stock equipment — Shock and vibration tests Revision
1999-01

- IEC 60529: Degrees of protection provided by enclosures

- (IP codes) Consolidated edition 2.1 February 2001

- EN 50123-1 Railway applications — Fixed installations D.C switchgear General.

- EN 50123-2 Railway applications — Fixed installations D.C switchgear DC Circuit

- breakers.

- EN 50155 railway applications: Electronic equipment used on rolling stock equipment, 1995.

- ENV 50121-1 Railway applications — electromagnetic compatibility — general.

- ENV 50121-2 Railway applications — electromagnetic compatibility — emission of the whole
railway system to the outside world.

- ENV 50121-3-1 Railway applications — electromagnetic compatibility — Rolling stock — train and
complete vehicle.

- ENV 50121-3-2 Railway applications — electromagnetic compatibility — Rolling stock — apparatus.

- ENV 50121-3-2 Railway applications — electromagnetic compatibility — emission and immunity of
the signaling and telecommunications apparatus.

- IEC 529 Degrees of protection provided by enclosure (IP codes).

- IEC 721 Classification of environmental conditions.

- ITU-T

- Series D Principles of billing and accounting;

- Series E PSTN, numbering and routing, service quality, network management;

- Series G Analogue and digital transmission systems

- Series M Maintenance

- Series O Measurement equipment

- Series P Telephony transmission quality

- Series Q Switching, value-added services, signaling systems

- Series V Data communications over the PSTN

- -EIRENE European Integrated Railway Radio Enhanced Network standards

- -ETSI - TETRA standard series of TETRA V +/D and DMO

- -ETSI - DECT standards



foissns (9IS 5 (60 300 pt S 1S K 92T L3S o0 il fuad
UPS) (pas/ G0 ool poissnw § St Uik

Y70 IFor/11/oA

- -lIEEE Std. 802.11d-2001 Wireless LAN

- -UNI EN ISO 11064/1 — 2001 Ergonomic design of Control Centers — Principals of Control Centre
Design.

- -UNI EN ISO 11064/2 — 2001 Ergonomic design of Control Centers — Principles of Control suite
settling.

- -UNI EN ISO 11064/3 — 2002 Ergonomic design of Control Centers — Control Room layout.

- -UNI EN ISO 11064/4 — 2005 Ergonomic design of Control Centers — Positioning and
dimensioning of workplaces

- -UNI EN ISO 7250/1 — 2000 Human’s body’s measuring for technological design

- -EN 50128 recommendations Railway applications — Communication, signaling and processing
systems — Software for railway control and protection systems

- -EN 50129 Railway applications- Safety related electronic systems for signaling

- -EN 50159-2 Railway applications- Communication, signaling and processing systems. Part 2:
Safety related communication in open transmission systems

- -EN 1SO 9000-3 Quality management and quality assurance standards- Part 3: Guidelines for the
application of ISO 9001 to the development, supply, installation and maintenance of computer
software

- 1S0O 10007 Quality management —Guidelines for configuration management

- -NFPA 130 Standard for fixed guideway transit and passengers rail systems. 2003 EDITION

ObMol -YF ) -\)

AC: Alternative Current wglio b >
ACS: Access Control System e 3lS s
AF: Audio Frequency o il S
AFC: Automatic Fare Collection W/ U055 (6 y9) g s
ATC: Automatic Train Control b iS558 i
ATO: Automatic Train Operation b o Kloc 17355 i
ATP: Automatic Train Protection ks clislro j5095 i
ATR: Automatic Train Regulation S 5055 il s
ATS : Automatic Train Supervision B 055 )yl i
BAS: Building Automation System oloid b oy gewlo g s
BMS: Building Management System Slaizlv Cy p o i
CBI : Computer Based Interlocking S g5 5 s
CBTC: Communication Based Train Control Glbliy/ g o ylbS ) is
CCR: Central Control Room SF o S5 501

CCS: Centralized Control System 5 pato il s
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DC: Direct Current fsino b p2
EMC: Electromagnetic Compatibility b litog S 6,5 L
FAS: Fire Alarm System G2 e s
FES: Fire Extinguishing System & 2 ol i
FO : Fiber Optic (Optical Fiber) S S
GUI : Graphical User Interface
1/0: Input / Output 255999
IEC :International Electrotechnical iy piS (Mol sy g

Commission

IP: International Protection Rating (IP codes

as IP 65)

ISO :International Standardization
Organisation

IXL : Interlocking System

LAN: Local Area Network

LCD: Liquid Cristal Display
LCR: Local Control Room

LRT: Light Rail Transit

LSZH: Low Smoke Zero Halogen
LV: Low Voltage (< 1000V)

MD : Manual Driving

MMI: Man/Machine Interface
MRT: Mass Rail Transit

MTBF: Mean Time Between Failures
MTTR: Mean Time To Repair
O&M: Operation & Maintenanc
OCC: Operating Control Centre

OCCS: Operating Control Centre System

PCC: Power Control Center

PESB: Platform Emergency Stop Button

PI1S: Passenger Information System

PSD: Platform Screen Door
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RAMS: Reliability, Availability, (SIS CelblB 5099 o piwd 4 oy livals] Colols
Maintainability, Safety vy
RC: Remote control 59 oly I JpiiS
RM: Remote Monitoring 99 oly jl e Wi
RTU: Remote Terminal Unit
SCADA: Supervisory Control And Data b o0ls luisT g wyllii JpiiS
Acquisition
SEEA: Software Error and Effect Analysis M Sdri g 52 g 4159) 0 00 slbs
SER: Signal Equipment Room MiKw Sl jugrr G0

SIL: Safety Integrity Level (as per standard EN 50126 o filia] sub) (ot ] Ko ) LS el
EN 50126)

TC: Track Circuit JOPAP)
TPS : Traction Power Substation S (G g e
TSR : Temporary Speed Restrictions Cdgo Cuk g Sy O9hx0
TTTP: Test Track Test Plan Cond o Connnd & o
TWC: Train-Wayside Communication oly— b3 blJ,/
UIC : Union International des Chemins de fer Chemins de fer lo// s wolxi!
UPS: Uninterruptible Power Supply S Iad] 4l zio
VAC: Ventilation and Air-Conditioning Esbro 419¢5 9 4945
VCP: Visual Control Panel Srw S S
VDU: Visual Display Unit S i lod A
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